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Motivation: HW agnostic protocol stack

Current state: First integrated silicon ‘contaminates’ the 
protocol stack with vendor specific pipeline logic

Solution: Reference pipeline

SAI Behavioral Model is accepted by all SAI members
github.com/opencomputeproject/SAI/tree/master/doc/behavioral%20model

https://github.com/opencomputeproject/SAI/tree/master/doc/behavioral model


Current Visio doc supports the following flows:

- vBridge, .1Q UC, .1Q MC MAC based, .1Q MC IP based, 
.1Q&UC router, .1D rifs (subport) router, IPMC, .1Q+IPMC, 
VxLAN decap, VxLAN encap

Pipeline blocks example:

iPort->ACL->Bridge (vlan, stp, fdb)->eACL->ePort



Visio drawings are good means for human 
discussions, BUT they don’t forward packets…

no

yes

Ingress vlan
Table  
{
   match :
        VID
   action :
    set MCAST_SNP=Y/N
  default:
        drop 
} 

Metadata 
STP_ID=X

Learning FDB 
Table  
{
   match :      
packet.src_MAC,BR_ID
   action :
   
   default:
       learn_MAC(br_port)      
} 
    

Metadata 
STP 
state=forwarding 

L3 interface 
Table  
{
   match 
:packet.dst_MAC,BR_ID
   action :    
Go to Ingress L3 interface 
table  
   default:
        Go to FDB table
} 
    

Multicast FDB 
Table  
{
   match :
        BRID,dst_MAC
   action :
 {forward(out_if_list]}  
   default:
 GO unknown multicast table   
} 
    

Unknown multicast
Table  
{
 match :
        BRID
 action :
forward(out_if_list)  
   default:
        drop
} 
    

Out_if==route
r

DCP flow

Port <M>

Metadata 
IN  port =N(ingress phy 
port )
IN l2_if=N(ingress l2 
interface)
Is_tagged=yes/no 
   

Ingress  LAG  table
{
   match :
           in port
   action : 
          ( set is LAG=yes,
           set LAG id<M>
           set l2_if<M>)
   default : 
         set is LAG=no  
 
} 
    

accepted frame type  
{
   match :
           l2_if,is_tagged
   action :
          (set PVID 
          {drop, forward })
  default:
        drop 
} 
    

Metadata 
Is LAG =yes 
LAG ID =M
IN l2_if=M 

ACL table Ingress l2 interface type table
{
   match :
       {l2_if,vlan}
       {l2_if}
   action :
       (set_1Q_interface_ object(BR_port)}
       (set_1D_interface_ object(BR_port)}
       (set_L3_interface_ object(RIF)}
          default:
        drop 
} 

Metadata 
l2_if type=router 

Metadata
If(is_tagged) 
  VID=PVID
else
   VID=packet.VID

l2_if type

.1D
.1D bridge

flow 

.1D Bridge 
Port<n>

.1Q
.1Q bridge

flow 

Bridge 
Port<n>

.1Q RIF<n> Router 
flow

Metadata 
Ingress_bridge_port =N

Egress .1Q 
Bridge 
Router 

port

bridge

router

tunnel
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xSTP instance  
Table  
{
match :
  VID
action :
  set STP ID <X>
  set IGMP_SNP(Y/N)
default:
  set STP ID <0>
} 
    

Ingress xSTP   
Table  
{
   match :
          in_if,STP_ID
   action :
setSTPstate{Discarding,
       Learning ,Forwarding}
  default:
set STP state (Discarding) 
} 
    

Egress xSTP   
Table  
{
   match :
          out_if,STP_ID
   action :
          set STP state 
{Discarding,Learning 
,Forwarding}
  default:
         set STP state (Discarding) 
} 
    

egress vlan filtering
Table  
{
   match :
           out_if,VID
   action :    
tag_mode(TAG,UNTAG}
{drop, forward })
  default:
        drop 
} 
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Bridge port 
1

Bride port
2 

Metadata 
Out_if=br_port2
BR_port_type=port

Metadata 
Out_if=br_port1
Br_port_type=port

Metadata 
Out_if=br_port3
BR_port_type=bridge 
router port

Ingress L3 interface table 
Table  
{
   match :               
{bridge_port,vlan}
{bridge_port}
   action :
        set_ingress_rif(IRIF) 
   default:
     Drop         
} 
    

Ingress VRF
 table
{
   match :
       ingress_rif
   action :
       set_vrf(VRF)        
       set MCAST_EN(Y/N)    
   default:
       drop 
} 

ACL +trap table
ACL table(egress port) 

Ingres RIF

L3 SG/*G table
 table
{
   match :
       {VRF,DIP,SIP}
       {VRF,DIP}
   action :
      {set_rfp_rif_list}
      if (rfp_rif_list && (ingress_rif in rpf_rif_list))
          forward(rif_list)
      else
          drop 
   default:
        {drop, trap} 
} 

ERIF check 
 table
{
   match :
           ERIF  
   action :
   check_ttl(),
   check_mtu(),         
   default:
        drop 
} 

Egress_L3_interface
 table
{
   match :
           ERIF
   action :
   {
        {Set_packet.SMAC,
                            Set_packet_VID}//set l2 headr 
                                           
   default:
        drop 
} 

Egress RIF

RIF type

.1D
.1D bridge

flow 

.1D Bridge 
Port<n>

.1Q
.1Q bridge

flow 

Bridge 
Port<n>

rif Port Egrss port
flow

P
a

cke
t m

u
ltip

le
x 

ERIF1

ERIF2

ERIF3

P
ac

ke
t 

ty
p

e
{I

PM
C

 &
&

 
M

C
A

ST
_E

N
}

Ingress vlan filtering
Table  
{
   match :
           l2_if,VID
   action :
          {drop, forward }
  default:
        drop 
} 
    

Metadata 
MCAST_SNP=Y/N

Nope, you are 

not supposed 

to be able to

read this 



P4 implementation of SAI pipeline

Yonatan Piasetzky Omer Shabtai

https://github.com/Mellanox/SAI-P4-BM

Status: Port + Bridge is implemented, Host Interface is next

https://github.com/Mellanox/SAI-P4-BM


SAI behavioral 

model (P4)

SAI to P4 API 

wrappers 

(C++)



Milestones 

Port, Bridge, Host Interface, Router, Buffers, QoS, ACL, 
Tunnels,…

Certification program?



P4 1.1.0 challenges:

Legacy pipelines may be hard to implement:

- Soft switch/ Behavioral model compiler doesn’t accept same 
table twice, Mandates a ‘crunched’ implementation

- SAI behavioral model is built in discrete ingress/ egress model

Seems like P4.16 addresses some of these issues

Bridge Router Bridge



What’s the end in mind?
Protocol development process:

1. Add the support to my stack

2. SAI API exist? If not, contribute a proposal to SAI community

3. P4 BM exist? If not, contribute a patch to the BM and SAI host 
adapter

4. Run the relevant SAI test suit on top of the SW switch

5. Port on top of the desired switch ASICs



Help!

We are looking for contributors… 




