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• OpenBMC Security enhancement
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• Summary
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Manageability H/W architecture :

• BMC: AST2520

• 512MB DDR3 Memory

• x2 32MB SPI Nor Flash

• X1 1G Ethernet Interface

• Multiple I/O expanders ( SAS,PCIe Switch,…)

• X2 redundant PSUs

• X12 FANs

• Upto x200 Sensors ( Analog and Discrete)
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Manageability H/W architecture :
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• OpenBMC extended features for JBOD/JBOF:

✓ Redfish Rest interface

✓ Unified mechanism for component F/w update using 

Secure File Transfer 

✓ SSH Console redirection for BMC and x4 I/O expanders

✓ BMC-I/O Expander communication over SMBus

✓ Expander F/W recovery via BMC

✓ Dual Flash support for recovery

✓ F/W signing support

✓ External Secure boot mechanism 

✓ PSU F/W update over PMBus

✓ NTP Time synchronization

✓ Session less IPMI support(very lite)
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OpenBMC Performance optimizations:

✓Improving Redfish response time for event log and 

Sensor reading

✓Supporting Concurrent redfish requests

✓Faster F/W update

✓Improving CPU usage and Load Average

✓Optimizing Dbus access

✓ Improving boot time and File I/O via enabling SPI 

Driver for dual/QSPI modes
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Some of performance optimization efforts:

✓DBus object aggregation

✓Reduce DBus interaction for Sensors retrieval over Redfish

✓Generate JSON without template

✓Reformat event log to be similar to redfish schema

✓Reduce/bypass DBus interaction for Events retrieval over Redfish

✓Replace gevent with Uswgi & GherryPy

✓Use GetManagedObjects() instead of GetAll() to get DBUS attributes

✓Sensor Monitor wakeup period increased to 1s  (timeout_add_seconds() instead of gobject.timeout_add())

✓Use glib instead of gobject

✓Unused recipes Cleaned up

✓PSU FW Update & CLI tool converted from Python to C
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OpenBMC optimization results:
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OpenBMC Security Enhancements:

✓Security reviews conducted and security gaps identified

✓F/W signing added

✓Hash : SHA256

✓RSA length: 2048

✓Secure boot support added using dual Flash chip

✓BMC boots to primary flash after reset

✓Primary Flash is write protected

✓Uboot in primary flash verify signature of Uboot, Kernel and ROFS in secondary flash using Key stored in 

primary flash

✓After signature authenticated, Primary flash allows BMC to boot from Secondary flash.
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OpenBMC testing using PytestUtil

• An Open source tools created by 

Microsoft to support comprehensive 

verifications of BMC functionality across 

platforms

• A growing community as being 

adopted/contributed by Microsoft 

Partners

• Test framework  can be extended using 

XML or Python to enable new test 

scenarios
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OpenBMC testing using PytestUtil

Verbose Logging Hierarchical report generation
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Summary:

• Feature set ,Performance ,Availability and Security are cornerstones of H/W manageability at cloud scale.

• OpenBMC has good potential to grow into a robust manageability solution if community :

• Can establish a traceability between manageability requirement and design/implementation

• Can establish a development model that effectively addresses key areas of manageability at cloud 

scale

• Can leverage lesson-learnt and wide industry expertise to improve functionalities




